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Introduction

This Technology Transfer Control Plan (TTCP) has been prepared by Company Name to ensure that the technology as listed Addendum C is protected in accordance with the International Traffic In Arms Regulations (ITAR) and/or the Export Administration Regulations (EAR).


The Project Manager in consultation with the Director of Export Compliance is ultimately responsible for implementation and compliance with the policies set forth in this TTCP.

Scope
This TTCP includes all of the provisions and conditions for the transfer of technical data/know-how to FP for tasks associated with the Project at Company Name.  The time period covered begins on date and ends on date which is the expiration of the U.S. Government Export License.   It also briefs all parties on the reason for control and penalties for non-compliance.
This TTCP includes all Company Name personnel who will interact with the foreign person in the course of their duties.

Purpose
Company Name  has developed this TTCP to brief those individuals on the Project who will interact with the Foreign Person and that Foreign Person on the provisions, conditions and their responsibilities under the Export License. 

The Project Manager, Project Staff and Foreign Person shall also be briefed orally on the U.S. Export Regulations, how they apply to Company Name (Appendix A) and on the provisions and conditions of the Export License (Appendix B).  

The Project Manager, Project Personnel and Foreign Person shall receive a copy of this TTCP which includes the provisions and conditions of the Export License and the controlled items and technology and any defense services which may be transferred (Appendix B). 
Company Name shall maintain a record of all personnel briefed as required in the Recordkeeping Process.


Project Manager

The Project Manager supervising the FP shall be required to read and be briefed on this TTCP and the Export License and acknowledge their responsibilities by signing the Non Disclosure Agreement/Acknowledgement attached as Appendix C.

Project Personnel

All Project personnel working with FP shall be required to read and be briefed on this TTCP and the Export License and acknowledge their responsibilities by signing the Non-Disclosure Agreement/Acknowledgement Statement attached as Appendix D. 

In all cases, new personnel working with FP must read and be briefed on this TTCP and the Export License before any exchanges with the Foreign Person.

Foreign Person 
The foreign person authorized by Company Name for the Project is required to be briefed and acknowledge their responsibilities under the TTCP and the U.S. Government Export License by signing the Non-Disclosure Agreement/Acknowledgement attached as Appendix E. 
Physical Security
All foreign persons will be supervised at all times by a Company Name who is a U.S. Person employee who has been briefed on the provisions and conditions of the Export License.   

APPENDIX A
THE ITAR AND EAR REGULATIONS

International Traffic In Arms Regulations (ITAR [22 CFR 120 - 130])
Section 38 of the Arms Export Control Act (22 USC 2778) authorizes the President to control the export and import of defense articles. The Presidential authority to promulgate regulations with respect to the export and import of defense articles was delegated to the Secretary of State by Executive Order 11958. The International Traffic in Arms Regulations implements this delegated authority. 

Definitions

Defense Article
A defense article is any commodity listed on the United States Munitions List (USML) of the ITAR (Section 121.1).   An item is designated as a defense article if it:

“Is specifically designed, developed, configured, adapted, or modified for a military application and 


Does not have predominant civil applications and

Does not have performance equivalent (defined by form, fit and function) to those of an article or service used for civil applications or

Is specifically designed, developed, configured, adapted or modified for a military application and has significant military or intelligence applicability such that control …is necessary”

The definition includes the technical data and know-how that is associated or derived from the defense article.

Export
Sending or taking a defense article out of the U.S.; or transferring control of a defense article to a foreign person whether in the U.S or abroad; or disclosing technical data to a foreign person whether in the U.S. or abroad.

Foreign Person
A Foreign Person is a natural person, who is not a U.S. citizen, does not possess a valid permanent residence card (I-551), otherwise known as a green card, or who is not a protected individual.  It also means any foreign corporation, business association, partnership, trust, society, or any other entity or group that is not incorporated or organized to do business in the United States, as well as international organizations, foreign governments and any agency or subdivision of foreign governments including their agents or representatives.

Technical Data
Information, other than software, which is required for the design, development, production, manufacture, assembly, operation, repair, testing, maintenance or modification of defense articles. Technical data also includes drawings, blueprints, plans, photographs, instructions and documentation.

Software
Software includes, but is not limited to, the system functional design, logic flow, algorithms, application programs, operating systems and support software for design, implementation, test, operation, diagnosis and repair of a defense article.  In addition, software employing cryptographic techniques may require a license.

Publicly Available
Information which is published and which is generally available to the public. This includes general scientific, mathematical and engineering principles taught in schools and colleges. It also includes general marketing information on function, purpose or general system descriptions of defense articles. Additionally, fundamental research in science and engineering, which is ordinarily published and widely disseminated, is also considered to be publicly available.

Penalties for Failure To Adhere To The ITAR
There are both criminal and civil penalties for ITAR violations. A criminal conviction could lead to fines of up to $1M and ten years imprisonment for each violation. In 

addition one could incur civil penalties of up to $100, 000 and/or the loss of export privileges.
The Export Administration Regulations (EAR [15 CFR 730 - 774])

The Export Administration Regulations (EAR) are administered by the U.S. Department of Commerce, Bureau of Industry and Security under the authority granted by the Export Administration Act of 1979 as amended.

Controlled Commodities
Items subject to the EAR consist of the items listed on the Commerce Control List (CCL) in part 774 of the EAR and all other items which meet the definition of that term. Items subject to the EAR which are not listed on the CCL are designated as “EAR99.”

Definitions

Foreign Person
A Foreign Person is a natural person, who is not a U.S. citizen, does not possess a valid permanent residence card (I-551), otherwise known as a green card, or who is not a protected individual.  It also means any foreign corporation, business association, partnership, trust, society, or any other entity or group that is not incorporated or organized to do business in the United States, as well as international organizations, foreign governments and any agency or subdivision of foreign governments including their agents or representatives.

Technical Data
Specific information necessary for the “development,” “production” or “use” of an item specified within the Commodity Control List.

Publicly Available
Information which has been made available to the public or to a community of persons free or at no more than the cost of reproduction and distribution.  This includes information that has been published or placed in libraries.  It also includes fundamental research in basic and applied research in science and engineering where the resulting information is ordinarily published and shared broadly with the scientific community.
Export
An export is a release of commodity, technology or software to a foreign person in this country or abroad. An export to a foreign person in this country is deemed an export to the home country of the foreign person.

Commodities Controlled By The CCL
The Commodity Control List (CCL) is divided into ten Categories which in turn are divided into subcategories.  The CCL categories are:
Category 0 – Nuclear Materials, Facilities and Equipment and Miscellaneous Items
Category 1 – Materials, Chemicals, Microorganisms and Toxins

Category 2 – Materials Processing

Category 3 – Electronics

Category 4 – Computers

Category 5 part 1 – Telecommunications

Category 5 part 2 – Information Security

Category 6 – Sensors and Lasers

Category 7 – Navigation and Avionics

Category 8 – Marine

Category 9 – Propulsion Systems, Space Vehicles and Related Equipment

Penalties for Failure to Adhere to the EAR
There are both criminal and civil penalties for EAR violations.  A criminal conviction could lead to fines of up to $1 M and ten years imprisonment and the loss of export privileges.  In addition, a person could incur civil penalties of up to $100,000.  

APPENDIX B
PROVISIONS AND CONDITIONS OF EXPORT LICENSE

The following is a summary of the provisions and conditions of the Export License.
The work to be performed and the technical data, hardware and software to be accessed by FP is limited by the specific conditions and restrictions specified in the Export License.  
Without additional approval, FP is not authorized for any other work assignment or access to any other technical data, hardware or software.  This TTCP is valid only for the project task and time period specified.

 
Recordkeeping:

A record of the controlled information transferred under the Export License must be kept by the Project.  The records shall be kept per the Recordkeeping Process.
APPENDIX C
NON-DISCLOSURE AGREEMENT/ACKNOWLEDGEMENT
PROJECT MANAGER
I, Project Manager, have been briefed, understand and agree to abide by; the guidelines set forth in the Technology Transfer Control Plan for the Project for FP dated date.  
I affirm that I will not transfer any technology, hardware or technical data outside the scope of the TTCP and Export License, that is controlled by either the International Traffic In Arms Regulations (ITAR, Title 22, Code of Federal Regulations, Parts 120-130) or the Export Administration Regulations (EAR, Title 15, Code of Federal Regulations, Parts 730-774), and I will not allow the transfer by anyone else.  

I also understand that a violation of the ITAR or the EAR may result in civil and/or criminal penalties.

Program/Project/Task Manager: ___________________________
Signature/Date____________________________

Typed/Printed Name____________________________

APPENDIX D
NON-DISCLOSURE AGREEMENT/ACKNOWLEDGEMENT
PROJECT PERSONNEL

I, Project Personnel, have been briefed, understand and agree to abide by; the guidelines set forth in the Technology Transfer Control Plan for the Project for FP dated date.  

I affirm that I will not transfer any technology, hardware or technical data outside the scope of the TTCP and Export License, that is controlled by either the International Traffic In Arms Regulations (ITAR, Title 22, Code of Federal Regulations, Parts 120-130) or the Export Administration Regulations (EAR, Title 15, Code of Federal Regulations, Parts 730-774), and I will not allow the transfer by anyone else.  

I also understand that a violation of the ITAR or the EAR may result in civil and/or criminal penalties.




Signature/Date___________________________________




Typed/Printed Name_________________________________

APPENDIX E
NON-DISCLOSURE AGREEMENT/ACKNOWLEDGEMENT
FOREIGN PERSON
I, FP, have been briefed understand, and agree to abide by, the guidelines set forth in the Technology Transfer Control Plan and Export License for Project dated date  
I acknowledge and understand that any technology, hardware or technical data transferred to me through my assignment is subject to export control by either the International Traffic In Arms Regulations (ITAR, Title 22, Code of Federal Regulations, Parts 120-130) or the Export Administration Regulations (EAR, Title 15, Code of Federal Regulations, Parts 730-774). It will not be transferred by me to any other foreign person without prior approval by the U.S. Government.
I also understand that a violation of the ITAR or the EAR may result in civil and/or criminal penalties.



Foreign National Signature 
  __________________________________

Foreign National Typed/Printed Name _________________________________






Date:  ____________
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