	[bookmark: _GoBack]SUPPLY CHAIN SECURITY SURVEY

	
Company Name:		
Street Address:		
City:				State:			Postal Code:			Country:		
Contact Person:			Contact’s Title:		
Phone Number:			Facsimile:		
E-Mail Address: 					

	If the company is a certified C-TPAT member, do not complete this survey.  Indicate the date company became a C-TPAT member, the SVI #, and the account #.

DATE:			SVI #			ACCOUNT #		




	Are you a member of a foreign business partner security Program?
	[bookmark: Check1]|_| Yes

|_| No

	If so  identify the program name and your  identification number:
	Program #:






	Instructions
	


1. Answer each question with one of the following answer codes:
2 = Yes.	The practice or procedure is firmly in place.
1 = Somewhat.	The practice or procedure is partially in place.
0 = No.	The practice or procedure is not in place.
N/A = Not Applicable.	The practice or procedure does not apply to our company.

2. Provide any additional information in the “Comments” box.  If additional space is needed to fully respond, please attach a separate sheet, referring to the section number and question number.

3. Complete a separate questionnaire for each facility.

4. Return the completed questionnaire to XXXXXX by e-mail, fax, or mail:
Insert address and contact info here.


	Item
No.
	Section 1: Container Security
	Code
	Comments

	1.0
	Are you using high security seals for your containers?
	
	

	1.1
	If yes, are you using PAS ISO 17712 standards?
	
	

	1.2
	Do you have procedures in place to verify the physical integrity of the container’s structure?
	
	

	1.3
	If yes, does the procedure include; front wall, left side, right side, floor, ceiling/roof, inside/outside doors, outside/undercarriage?
	
	

	1.4
	Does your company have written security policies and practices for reporting and preventing unauthorized entry into containers or container security areas?
	
	

	1.5
	Are empty cargo containers inspected upon arrival?
	
	

	1.6
	Are empty and full containers properly stored to prevent unauthorized access?
	
	

	1.7
	Are arriving packages/mail periodically screened prior to dissemination?
	
	

	1.8
	Do you have procedures in place which include securing of the internal and external compartments and panels?
	
	

	Item
No.
	Section 2: Physical Security
	Code
	Comments

	2.0
	Does your company have written physical security standards?
	
	

	2.1
	Is there secure perimeter fencing around buildings and warehouse?
	
	

	2.2
	Are all buildings and associated yards constructed of materials that resist unlawful entry and protect against outside intrusion?
	
	

	2.3
	Is there adequate lighting provided inside and outside the facility, including the parking areas?
	
	

	2.4
	Are there locking devices on external and internal doors, windows, gates, and fences?
	
	

	Item
No.
	Section 3: Access Controls
	Code
	Comments

	3.0
	Do controls include positive identification of all employees, visitors, and vendors?  Describe methods – badges, sign-in log, etc.
	
	

	3.1
	Do you require photo ID from visitors/vendors for documentation purposes upon arrival?
	
	

	3.2
	Are all visitors provided with temporary ID and escorted during their stay?
	
	

	3.3
	Is unauthorized access to all facilities and conveyances prohibited (shipping & receiving, loading docks, other areas etc.)
	
	

	Item
No.
	Section 4: Personnel Security
	Code
	Comments

	4.0
	Are pre-employment screenings conducted along with interviewing of prospective employees?  Please describe.
	
	

	4.1
	Does your company have procedures in place to remove identification, facility, and system access for terminated employees?
	
	

	4.2
	Does your company have internal controls and processes for reporting and managing problems related to personnel security?  Please describe.
	
	




	Item
No.
	Section 5: Procedural Security
	Code
	Comments

	5.0
	Are there procedures to ensure that all information used in the clearing of merchandise/cargos is legible, complete, accurate, and protected against the exchange, loss of introductions or erroneous information?
	
	

	5.1
	Are drivers delivering or receiving cargo required to be positively identified before cargo is received or released?
	
	

	5.2
	Are there procedures describing where drivers wait and whether the waiting area is separate from cargo areas?
	
	

	5.3
	Are there procedures for notifying Customs and/or other law enforcement agencies in cases where you have detected or suspected unusual or illegal activities?
	
	

	5.4
	Are there procedures in place to challenge unauthorized or unidentified persons in controlled areas? Describe.
	
	

	5.5
	Do you have documented procedure for affixing, replacing, recording, tracking and verifying seals on container or trailers?
	
	

	Item
No.
	Section 6: Information Technology
	Code
	Comments

	6.1
	Do your computer systems require the periodic change or password?
	
	

	6.2
	Are your automated systems able to identify the abuse of IT including improper access, tampering or the altering of business data?
	
	

	Item
No.
	Section 7: Education & Training
	Code
	Comments

	7.0
	Does your company provide a security training program to employees?  If “no”, will the company be implementing any form of security training in the near future?
	
	

	7.1
	Does your company instruct employees on how to recognize internal conspiracies, how to maintain cargo integrity, and how to determine and address unauthorized activity?
	
	

	7.3
	Does your company conduct random security tests and/or a yearly security audit?
	
	

	Item
No.
	Section 8: Subcontracting
	Code
	Comments

	8.0
	Is there a process for screening and verifying sub-contractors?
	
	

	8.1
	Are all sub-contractors C-TPAT Certified, if eligible?


	
	

	8.2
	If the sub-contractor is ineligible for C-TPAT is there a verification process for adherence to     C-TPAT criteria?
	
	

	8.3
	Does your sub-contractor participate in another security program administered by foreign customs administration?
	
	

	8.4
	Does your Company have minimum requirements for subcontractors?
	
	

	8.5
	Is your equipment tracked by satellite or GPS?
	
	

	Item
No.
	Section 9: Policies and Procedures
	Code
	Comments

	9.0
	Does your company have written procedures for trailer seal inspections while in transit?
	
	

	9.1
	Does your company have written procedures for trailer/container in transit inspection?
	
	

	9.2
	Does your company have written procedures for how to control and affix seals meeting C-TPAT requirements?
	
	

	9.3
	Does your company have written procedures to report anomalies to law enforcement?
	
	

	9.4
	Does your company have a documented process to ensure accurate and legible information?
	
	

	9.5
	Does your company have safeguards in place to protect the documentation and information from exchange loss and erroneous information?
	
	

	9.6
	Does your company have a documented process to resolve overages and shortages?
	
	

	9.7
	Does your company have a written procedure to ensure information is reported accurately and timely?
	
	



	Page 1 of 4	November 28, 2013

