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Job Opportunity

	Company
	Hyundai Capital America

	Job Title
	Manager, Privacy Governance I

	Location
	Irvine, California USA

	Salary Range
	

	Relocation Assistance
	


Job Description / Responsibilities / Requirements

General Summary

The Manager, Privacy Governance I will be a member of an expanding team of privacy professionals who are responsible for implementing and monitoring an enterprise program to protect the company's consumer and employee personal information, and to instill and cultivate an awareness of privacy throughout the organization. The Manager, Privacy Governance I is responsible for creating and implementing Information Protection departmental (Privacy and Information Security) policies and procedures while ensuring alignment with ISO 27001/2 standards. This position is responsible for creating reports and tracking privacy risk indicators and metrics that support Privacy function initiatives. This manager will also assist in preparation of functional and broad-based privacy training and awareness initiatives while promoting privacy awareness within the organization.

Duties and Responsibilities

1.Policy & Procedure Management

*Creates, compiles, and writes various types of user documentation, including formal policies and procedures, process flow maps, how-to guides, references, manuals, cheat sheets, and instructions.

*Writes clear and concise policies and procedures, describing the steps and requirements of each procedure and ensuring accurate process flow.

*Reviews current policy and procedure documents for adequacy and thoroughness, drafts and submits improvement recommendations to appropriate approver and/or subject matter expert(s) for review, and edits and submits final documents using appropriate systems and processes.

*Partners with end user subject matter experts to identify new policy and procedure document requirements.

*Submits new documents to appropriate managers or document requestor for feedback and edits copy as appropriate.

*Maintains records of all documentation revisions, updates, and deletions using designated applications, tools, and systems.

*Assists in ensuring the effective installation and implementation of new and revised policies and guidelines.

*Ensures document verbiage is comprehensive, easy for end user to understand, and clearly addresses questions and situations that may arise to minimize misinterpretation and future questions.

*Proofreads all documents for accurate spelling and grammar.

*Create and implement a documented and operational process for receiving, documenting, tracking, investigating, and taking action on all inquiries and complaints concerning the company's privacy policies and procedures.

2.Analytics & Reporting Management

*Establishes analytics and reporting strategy.

*Develop and maintain analytic solutions to drive insights, innovation, and new opportunities.

*Develop and maintains roadmap for data management and business intelligence.

*Analytics and reporting.

*Responsible for execution of end-to-end analytics and reporting execution.

*Responsible for design, monitoring and governance of data and reporting quality management.

*Collaborates with business and technology teams to propose solutions, provide strategic direction and prioritize business intelligence demands.

*Collaborates with business stakeholders to define information needs, develop business cases and manage service levels.

*Develops performance metrics and analyzes, evaluates and enforces service delivery against targets.

3.Training and Awareness

*Assist in conducting training for newly appointed employees. Support the second level training program reflecting job specific content. Conduct regular refresher training to reflect new developments. Integrate data privacy into other training programs, such as HR, call centers, operations, marketing, sales, servicing, training, etc. Draft and implement privacy into existing corporate communications.

*Assist with the operational maintenance of ongoing awareness material such as posters and videos. Support the maintenance of our internal data privacy intranet, InfoSec intranet, privacy blog and repository of privacy FAQ's and information. Promote an annual privacy/InfoSec day/week.

*Assist with supporting the development of analytics for participation in data privacy training activities (e.g. numbers of participants, scoring, and completion percentage.

4.Monitor Regulations and Trends

*Monitor news, events, laws and regulations to compile lists for review in relation to required program and policy updates.

*Monitor (print, social and online) for changes to any socio-economic factors that have a Privacy/InfoSec impact at HCA. 

5.Perform all other duties as assigned.

Knowledge and Skills

*Excellent written and verbal communication skills. Extensive knowledge of policy and procedures program management. Strong project management and technical ability.

*Outstanding analytical and project management skills. Ability to proactively diagnose and solve complex problems and simultaneously manage several projects. Strong organizational skills and attention to detail. High aptitude to lead large-scale change management initiatives.

*Proven ability to establish and articulate a vision, set goals, develop and execute strategies, and track and measure results. Ability to work collaboratively and cooperatively across business functional areas in ambiguous situations.

*Strong understanding and knowledge of privacy and information security standards (e.g., ISO 27001/27002, 22307, 23001, 29100, 31000, NIST SP800-53, Cobit, FFIEC, etc), and commonly used concepts, practices and procedures within the privacy and information security field. 

*Advanced Microsoft Office 2010 (Excel, Word, PowerPoint, Visio and Access) skills; proficient in Microsoft Excel, including macros.

*Working knowledge of the financial services business. A solid understanding of data security and privacy laws.

*Demonstrated strategic thinking skills, creative problem solving and analytical skills and verbal and written communication skills, including meeting facilitation and stand-up presentation skills.

*Demonstrated ability to work in a matrix type organization demonstrated process management and leadership skills and demonstrated time and project management skills.

*Ability to work in a flexible, dynamic work environment.

*Active within privacy and data protection professional communities.

Education and Experience

*Bachelor's degree or the equivalent of 6 or more years of project management or privacy governance related experience.

*6 or more years of project management or privacy governance experience.

*Experience in: Effectively authoring and implementing information protection department policies and procedures. Identify & remediate gaps and issues; developing databases, reporting and metrics; efficiently evangelizing information protection initiatives; communicating effectively with stakeholders.

*Functional Key Competencies: Familiarity with financial, compliance, customer service, policy and procedures, management of records.

Physical Requirements and Working Condition 

Employees in this class are subject to extended periods of sitting, standing and walking, vision to monitor and moderate noise levels. Work is performed in an office environment.
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