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Session Outline

BIS’s policy response to PRC military-civil fusion (MCF)

2. Identifying red flags and using best practices to avoid supporting actions that
support China’s military modernization, human rights abuses, and third-country
diversion

3. Panel Q&A session to discuss more nuanced issues including academia, Hong
Kong, and Russia diversion
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BIS Policy Approach
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China’s Technology Strategy

Physical
Exports

* Military-civil fusion = national

power
In-country
* Procurement above and below transers (cl;S Theft
and PR

licensing threshold

* Use of elaborate fronts, in the U.S.
and abroad

* Increased academic/scientific
collaboration

i

Technical
Collaboration
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Xi Jinping’s vision for MCF

“We will consolidate and enhance integrated
national strategies and strategic capabilities. We
will better coordinate strategies and plans, align
policies and systems, and share resources and
production factors between the military and
civilian sectors. We will improve the system and
layout of science, technology and industries
related to national defense and step up capacity
building in these areas.”

-20th Party Congress (2022)
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How BIS is responding: The EAR and the PRC

Unilateral Controls

Multilateral Controls

~
Entity List: License requirements imposed generally for any item subject to the

BIS authorization (i.e., license, X q .p . g. v R y. I .

X AN K EAR destined for a party on the Entity List with a review policy of presumption of

license exception) is required to denial

export/reexport any item L )

subject to a multilateral control -
regime Military end use/end user: A license is required for specific AT-controlled items if there is a
demonstrated military end use or military end user

*  Certain non-Wassenaar microprocessors

¢ 47 ECCNs under Supp. 2 to Part 744

* Military End-User List

«  Controls on all EAR items/foreign-origin items/U.S. persons’ activities for China’s Intelligence

 Certain license exceptions are
ineligible if a party is on the
Unverified List

Applications will be denied if \__ Bureau of the Joint Staff Dept. )

the transaction would make a 3

material contribution to military Weapons of Mass Destruction: A license is required to export any item if destined
@pabilities J for certain WMD (i.e., nuclear, missile, chem/bio) end use
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Restrictions on chips used in military applications

TnnEng EERRRN
> H LI E
nnnnngn TITIL
Oct 7, 2022 Rule Oct 17, 2023 Rules
* Export controls on certain advanced computing semiconductor « Reinforce Oct 7 controls to restrict the PRC’s

chips, transactions for supercomputer end-uses, and transactions

) . " " -~/ ability to both purchase and manufacture
involving certain entities on the Entity List

certain high-end chips critical for military
* Logic <16/14 nanometers advantage

*  Memory of >128 layers * Focus on semiconductor manufacturing
« DRAM < 18 nm half-pitch equipment essential to advanced weapons

systems + advanced Al chips
* New controls on semiconductor manufacturing items and
transactions for particular end uses
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Future Export Controls

Secretary of Commerce Gina M. Raimondo:

“In October of last year [2022], BIS run by Under Secretary Estevez, did a historic
rule: First time ever that we denied an entire country, China, access to a suite of
semiconductors and equipment. We're going to continue to go in that direction.”

“Technology is changing faster than ever, which means we have to wake up every
day and ask ourselves, ‘are we doing enough?’ ” (Mar 2024)

Under Secretary of Commerce for Industry and Security Alan F. Estevez:
“Export controls are a powerful national security tool, and the updates released
today [Oct 17, 2023] build on our ongoing assessment of the U.S. national
security and foreign policy concerns that the PRC’s military-civil fusion and
military modernization present. BIS will continue to assess the security
environment and technology landscape and will not hesitate to act as
appropriate.”
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“Small Yard, High Fence”

* Biden National Security Strategy: to implement the small yard, high fence approach to protecting
critical technologies.

National Security Advisor Jake Sullivan:

* “Chokepoints for foundational technologies have to be inside that
yard, and the fence has to be high—because our strategic
competitors should not be able to exploit American and allied
technologies to undermine American and allied security.”

* “Our export controls will remain narrowly focused on technology that
could tilt the military balance. We are simply ensuring that U.S. and
allied technology is not used against us. We are not cutting off
trade.”
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o What BIS is doing: ° What BIS is NOT doing:

© Taking a careful and calibrated approach to © Making policy based on economic competition with
dual-use export controls the PRC. We aren’t taking actions to impede
© Working with interagency partners to China’s economic development or to favor U.S.
companies.

evaluate controls and update as warranted

© Seeking to place every PRC entity on Entity List —
we’re only concerned with those at the most
advanced edge that may be facilitating the PRC’s
military modernization or violating human rights.

© Working with allies and partners to
multilateralize export controls thus
improving their effectiveness

© Protecting sensitive U.S. technology from
contributing to activities of national security
concern and violations of human rights

© Acting unilaterally and without consultation with
the interagency or our allies and partners

© Supporting and promoting responsible © Seeking to decouple from China

commercial trade in areas that do not
compromise national security
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Red Flags and Best Practices
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Export Enforcement (EE) Mission

“Securing America’s Trade”

* EE protects U.S. national security, foreign policy and economic security by:
— Educating exporters and academia on due diligence and best compliance practices.

Evaluating transactions to ensure compliance.

Interdicting illegal exports.

Detecting, investigating, preventing and deterring, as appropriate, export violations.

Pursuing criminal and/or administrative sanctions for violations.
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Common Acquisition Tactics,
Techniques, and Procedures

Use of third

countries (inc.

Europe).
Generic

technology ,{‘\“\;\

o ' location.

applications. X
Ostensible L’

commercial
shareholders.

Foreign
ownership,
control,
influence.

14

Masking
defense
affiliation.

Obfuscating

N\ Omitting
website
military
references.

Targeted
collaborative
research.
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Diversion — obfuscation techniques

Surface level:

* Similar name/address to Entity Listed party [https://legacy.export.gov/csl-search]

* Masking USPPI: high-end tech sent by company/person that doesn’t manufacture
anything

¢ Masking end user: consignee is trading company

* Unrealistic or generic terms for end use
¢ “seabed mapping”
* “target tracking”

* English, foreign name variants don’t match

¢ Country codes/phone number country codes don’t match
* Abnormal/inconvenient shipping routes

* Paperwork has inconsistencies for specified item
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Diversion — obfuscation techniques

One level deeper:

¢ Use of commercial alias and subsidiaries for state-owned research
institutes and factories

* Co-location with entities of concern, including university campuses

* Ownership structure reflects ostensibly commercial shareholders and
holding companies

* Little/no web presence
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Diversion — obfuscation techniques

Hong Kong:

* Use of Company Secretaries, company not actually in Hong Kong
* Possibly share address with party on Entity or Unverified Lists

* Shipping through multiple freight forwarders and trading companies
to hide destination
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The Problem: Simplified

* To whom are you selling? * EL party?

* To what country is it going? * Hong Kong? Or PRC? Does it

e What are you selling? matter?

« What will they use it for? * General purpose analyzer? Or
rocket propellant optimizer?

* Pedestrian physics? Or military
guantum?
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Bt Ors s QT Lom Lists of Parties of Concern — Consolidated Screening List
Data Visualizatio Consolidated Screening List (CSL) includes:
CSL SEARCH
* Department of Commerce
Search the Consolidated Screening List (CSL) — Entlty LISt
— Unverified List

e by fllng in the search

i more o e ot e, 1 gt oo st — Military End-User List
— Denied Persons List

* Department of State
— AECA Debarred List
— Nonproliferation Sanctions

¢ Department of the Treasury
— Specially Designated Nationals List (SDN)
— Foreign Sanctions Evaders List
— Sectoral Sanctions Identifications List (SSI)
— Palestinian Legislative Counsel List (PLC)
— Correspondent Account or Payable-Through Account Sanctions (CAPTA)

www.trade.gov/data-visualization/csl-

search — Non-SDN Menu-Based Sanctions List
www.federalregister.gov — Non-SDN Chinese Military-Industrial Complex Companies
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BIS Lists of Parties of Concern
* Entity List
* Alist of foreign parties for which an exporter, reexporter, or transferor must
obtain a license to export, reexport, or transfer (in country) all items subject to
the EAR or a subset thereof. These parties have been determined to present a
greater risk of diversion to WMD programs, terrorism, or other activities contrary
to U.S. national security and/or foreign policy interests. By publicly listing such

parties, the Entity List is an important tool to prevent unauthorized trade in
items subject to the EAR. See Section 744.11 of the EAR.

e Unverified List

* Parties whose bona fides BIS has been unable to verify. No license exceptions
may be used. A statement must be obtained from such parties prior to shipping
items not otherwise subject to a license requirement. See Section 744.15 of the
EAR.
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BIS Lists of Parties of Concern

* Military End User List

* The Military End User List identifies foreign parties that are prohibited from
receiving items described in Supplement No. 2 of Part 744 of the EAR unless the
exporter, reexporter, or transferor secures a license. These parties have been
determined by the U.S. Government to be “military end users”, as defined in
Section 744.21(g) of the EAR, and represent an unacceptable risk of uses in or
diversion to a “military end use” or “military end user” in China, Venezuela, Burma,
Nicaragua, or Cambodia.

¢ Denied Persons List

* Alist of individuals and entities that have been denied export privileges. Any
dealings with a party on this list that would violate the terms of its denial order are
prohibited. See Section 764.3(a)(2) of the EAR.
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)Tl ZEXY  FiEEE

NORTHWESTERN POLYTECHNICAL UNIVERSITY

Independent or Affiliated Research Institute?

* Ningbo Research Institute claims to be independent
research organization

o Autonomous entity to use market advantages in other
cities
o Separate business registration (legally-distinct entity?)
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Independent or Affiliated Research Institute?

* Chinese name is Northwestern Polytechnical University Ningbo
Research Institute; calls itself "Ningbo Institute of NPU" on its website

o Inaugurated as “Ningbo Research Institute of NPU” in official press
releases

* Website is a subdomain of NPU website (ningbo.nwpu.edu.cn)

* Legal representative, Sheng Qijie, is Dean of Ningbo Research Institute
and Professor of NPU

* NPU “will spare no effort to do a good job at the Ningbo Institute”
* Has NPU’s school motto

* Has Weapons Equipment Quality Management System Certification,
military research, classified research (just like NPU)

* First major task outlined in registration is flexible electronics

o Major focus for NPU through Institute of Flexible Electronics and
Key Laboratory of Flexible Electronics Materials and Devices
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Case Study: Military Semiconductor

* BIS focused on targeting foundries tied to military ’

end users/uses
* China Electronics Technology Group Corporation
(CETC) responsible for:
* Air base early warning
* Integrated electronic information system RO ERERSRY. SUNRE TR, BAT ST R 2
e Radar RELERTM SER EREEERENLE BEREAEM. BREARSSTREE
SEBRITTRIIATH, 8. = K BESMHTafEa7 S
e Communication and navigation HIPER AR EEREARR). FARIRF S, BRI RIS
* Electronic warfare BN AR AR E S ; 729
s FEET 2T TS RGR%E
* Subordinate foundries: EF = AR TRTIRRE.
* Chengdu GaStone, CETC 13, CETC 55 ARSI ERATEAR PERA BSE. BORS
N b HAEIRE, WBIANSE, MEARNER, BRI, AR
* Entity List actions: PIRRE TN ARASE, ROEERIRS, B, 13
. LR, BIEREENESTR, NERERKT, BErEA
AT 2B RRESEBARTEARR, SRR, A . .
 August 2018 BTl B HEBTETUES SRR, EATRS.
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Panel Q&A
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