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Trade and Sanctions Risk Assessment Template
Section 1: General Information
Company Name: ___________________________
Assessment Date: ___________________________
Prepared By: ___________________________
Scope of Assessment: (e.g., global operations, specific regions, product categories)
Section 2: Objectives and Scope
Purpose:
· Identify and mitigate risks related to international trade and sanctions compliance
· Ensure adherence to U.S. laws, including OFAC, EAR, CBP regulations, and Anti-Boycott laws.
Scope:
Regions Covered: ___________________________
Business Units Assessed: ___________________________
Transaction Types: ___________________________
Section 3: Risk Identification and Factors
	Risk Area
	Description of Risk
	Applicable Regulations

	Sanctioned Countries/Regions
	Transactions with embargoed countries (e.g., Iran, North Korea).
	OFAC Sanctions, IEEPA

	Restricted Party Screening
	Engaging with SDN-listed entities.
	OFAC SDN List, BIS Entity List

	Dual-Use Goods and Technologies
	Export of controlled technologies.
	EAR, ITAR

	Tariff Classification
	Misclassification of imports under HTS.
	CBP, HTSUS

	Forced Labor and Supply Chain
	Sourcing from high-risk regions (e.g., Xinjiang, UFLPA).
	UFLPA, CBP Forced Labor Rules

	Anti-Boycott Compliance
	Failing to report or reject boycott-related requests in trade transactions.
	EAR, IRS Anti-Boycott Act (26 U.S.C. § 999)



Section 4: Risk Factors and Indicators

	Risk Factor
	Indicator/Metric
	Risk Level (Low/Med/High)

	Geographic Exposure
	Transactions in sanctioned regions.
	

	Product Sensitivity
	Export of dual-use goods.
	

	Volume of Trade
	High volume of international shipments.
	

	Third-Party Relationships
	Number of new third-party vendors annually.
	

	Anti-Boycott Exposure
	Receipt of boycott-related requests or restrictive clauses.
	



Section 5: Compliance Controls Assessment

	Control Area
	Description
	Effective? (Y/N)
	Action Required?

	Restricted Party Screening
	Automated screening tool in place.
	
	

	Policies and Procedures
	Written sanctions and anti-boycott compliance policies.
	
	

	Employee Training
	Annual trade compliance and anti-boycott training program.
	
	

	Internal Audits
	Periodic audits of customs and anti-boycott compliance.
	
	

	Anti-Boycott Reporting
	Mechanism for reporting boycott-related requests to BIS/IRS.
	
	



Section 6: Risk Scoring and Prioritization
Risk Scoring System:
· Likelihood: 1 (Low) – 5 (High)
· Impact: 1 (Low) – 5 (High)

	Risk Area
	Likelihood Score
	Impact Score
	Total Risk Score (LxI)
	Priority Level

	Sanctioned Country Exposure
	
	
	
	

	Restricted Party Violations
	
	
	
	

	Anti-Boycott Compliance Risk
	
	
	
	


		
Section 7: Risk Mitigation Strategies

	Identified Risk
	Mitigation Strategy
	Responsible Party
	Timeline

	Sanctioned Country Transactions
	Implement enhanced screening tools.
	Compliance Officer
	Q1 2025

	Supply Chain Risk
	Increase supplier due diligence and audits.
	Procurement Team
	Ongoing

	Anti-Boycott Compliance Risk
	Develop anti-boycott policy and reporting mechanisms.
	Legal/Compliance
	Q2 2025



Section 8: Monitoring and Reporting
Monitoring Frequency: (e.g., quarterly, annually) ___________________________
Reporting Mechanisms: (e.g., monthly reports to senior management) ___________________________
Incident Reporting Process:
· Boycott-related requests reported within 30 days to BIS/IRS.
· Regular compliance reporting to the Board.
Section 9: Documentation and Recordkeeping
Retention Period for Records: ___________________________
Document Types Maintained: (e.g., compliance training records, risk assessment reports, screening logs, boycott request reports)
Section 10: Approval and Review

	Reviewer Name
	Title
	Signature
	Date
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